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Chapter 4. Transnational Criminal 
Organizations and the SOF Nexus

Brigadier General Mike Rouleau1 

The COE continues to pose dynamic and evolving challenges to nations 
and their national security organizations. Specifically, adaptive, agile, 

and networked TCOs necessitate a cohesive, integrated, and regional 
approach in response to their insidious reach and impact. This chapter will 
highlight four main themes:

1. Crime and terrorism threats are converging in a globalized, border-
less manner;

2. Our responses remain framed by a view of sovereign states with clear 
borders;

3. Since states will not disappear, we must adapt within our own imposed 
restrictions (i.e. jurisdictional, organizational, cultural, diplomatic); 
and 

4. The threat and response context requires enhanced strategic authori-
ties, but this context leads to a tactical/strategic convergence, which 
can push out the operational level.

TCOs, at their center, represent a convergence of threats. Quite simply, 
globalization has changed the way we do business (i.e. interconnected, 
integrated, networked, global). Not surprisingly, criminal organizations 
have evolved as well and have matched business trends. Importantly, they 
are taking advantage of advancements in business and trade to facilitate 
their nefarious activities. For example, “containerization,” or the use of 
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sea containers, makes customs control more difficult. It is arduous enough 
to detect an active threat (e.g. explosive, radioactive) in one sea container 
among thousands, let alone benign contraband hidden in one or more sea 
containers.

In essence, in the manner that legitimate business seeks the best competi-
tive advantage, TCOs do the same. For instance, Colombian drug cartels 
initially saw the advantage of exploiting the FARC terrorists for security. 
However, the FARC eventually displaced the cartels and took over the busi-
ness. This takeover of the drug trade gave the FARC the opening to expand 
into the drug realm and exploit their integrated security, shipment, and 
money laundering skills. Where there is profit space, someone will try to 
fill it.

The important issue that arises is the fact that relatively innocuous crimi-
nal matters can expand to become greater threats. Case in point, originally 
cigarette smuggling across the St. Lawrence Seaway between Canada and the 
U.S. represented a fairly low-level menace, being more a question of denying 
the Government of Canada tax revenue rather than a physical threat to Cana-
dians. However, the infrastructure, pipeline, and network quickly opened 
up a route that is now exploited for serious drug and weapons smuggling.

In addition, the enormous wealth of TCOs represents a further threat. 
Legitimate business has always sought to lobby governments to curry favor 
or advantage. As such, it is not surprising that criminal organizations apply 
the same pressures through corruption and co-opting of decision makers 
and local security forces. This insidious interference of governance quickly 
undermines legitimacy and trust in government institutions within a soci-
ety, which in turn can erode or actually break down the state political and 
security mechanisms and processes. 

In many ways, this erosion begins the destruction of sovereign states from 
which TCOs benefit. The more contested the level of governance and control, 
the greater is the freedom of maneuver for TCOs. In essence, they respect 
borders, which although representing boundaries, certainly do not pose as 
insurmountable barriers. For most nations, traditional security threats are 
about sovereignty and territorial integrity. From this vantage point, TCOs 
can appear somewhat benign since, with a few exceptions, TCOs are not 
interested in taking over the role of the state. While there are some instances 
of criminal organizations providing some local services, such as FARC and 
Hamas for example, they are an exception and dedicate those resources to 
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their supporters. However, their efforts at creating ‘ungoverned spaces’ in 
which they can operate freely have a corrosive effect on the sustainability of 
democratic institutions.

To further add to the security challenge, there are not just fewer barri-
ers to organized crime, but they now exist in a more complicated operat-
ing environment. Globalization and trends in the COE have also indicated 
the need for national security institutions to operate increasingly in urban 
environments to counteract the threats from TCOs. Rising global urbaniza-
tion is not new. Historically people have moved from rural to urban areas 
in search of a better quality of life and employment opportunities.2 Today, 
the developing world is awash in young men who lack sufficient legitimate 
job opportunities to employ them all. This situation has greatly increased 
criminal activity in the rings of slums that surround many of the developing 
world’s largest cities. Not only is this environment imposing, but the threats 
adapt and reorganize faster than most states can respond.

Technology is a case in point. It continually reminds all of us that the 
state can be a lumbering beast, not optimally positioned to combat adaptive, 
agile TCOs. Organizational cultures must adapt and change. Two examples 
provide context. First, Netflix has completely changed the way people con-
sume television, but federal authorities still seek to control broadcast distri-
bution. The second example, Uber driving service, is completely revamping 
the urban transportation industry, and while municipal authorities try to 
crack down, it is clear they are only causing minor inconveniences to an 
extremely small number of Uber drivers. These are innocuous examples 
that are operating openly. The point is that the state’s ability to respond to 
deliberately hidden criminal activities is certainly no better, or faster, than 
in previous decades.

Moreover, the difficulties of countering TCOs extend beyond borders. 
There are challenges eradicating the problem at its source. In the post 
Afghanistan/Iraq war era there is little Western public appetite or accep-
tance for direct intervention in other nations. The fact that governments have 
focused military response to the ISIS crisis in the Middle East with a careful 
regime of air strikes and SOF is indicative of the reluctance to become overly 
committed with ground forces.

Additionally, not only do Western publics not want to see a significant 
commitment of forces involved in these fights, but host nation govern-
ments and their publics are also reticent to see large numbers of outsiders 
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interfering in their societies. This reality remains true even when host nation 
publics fully comprehend that their own political leadership is often cor-
rupted, or at least co-opted, by criminal elements.

The challenges appear daunting, but they need not be. There are solutions 
and approaches that can mitigate the increasingly complex set of problems. 
However, what it also means is that our responses will likely need to be 
complex as well. I postulate that there are five factors that must be part of 
any SOF response to transnational crime:

1. A combined, joint, interagency approach required to bring all state 
power to bear;

2. The necessity for allies to build off each other’s engagements in problem 
areas (i.e. Global SOF Network);

3. Organizational agility and flexibility in face of rapid change;

4. Locally driven solutions: Capacity building, and advise-and-assist 
missions should shape and assist the response, which must be host 
nation led. (It is important to note that hostiles will use Western 
“interference” as a rallying point); 

5. A smaller force/footprint will be the likeliest most successful approach 
as opposed to a larger massing of effect.

Needless to say, each of these responses has their own challenges. As such, 
it is important to examine each point in turn, and lay out the challenges to 
which it is important to devise solutions in order to address the TCO threat. 

Combined, Joint, Interagency

Initially, to be most effective, SOF must operate within a combined, joint, 
interagency effort that will bring all state power to bear. The threats posed by 
TCOs cross a number of state responsibilities: financial, legal, environmental, 
security, and defense. As a result, no one organization has the skillset or, 
most importantly, the mandate to respond across the full spectrum of all 
these issues.

Nonetheless, each organization must bring all of their resources to 
bear for this fight. Imagine a hypothetical situation in Africa in which you 
have TCOs linked with extremist Islamic organizations laundering money 
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through various legal and quasi-legal business ventures, tied to drugs, coun-
terfeiting, and human smuggling. It becomes immediately evident that a 
myriad of different government agencies and departments must necessarily 
be a part of that response.

The solution is not without its challenges, however. After all, it is very dif-
ficult to bring the whole-of-government team together. The various depart-
ments have different mandates, diverse accountabilities, often different 
ministers, as well as dissimilar enabling legislation. 

Furthermore, it is often not just a simple question of ‘stovepipes,’ namely 
a myopic approach to addressing a problem by rejecting collaboration 
and sharing of information and resources by applying only an ‘in-house’ 
approach. There are often excellent and logical reasons specific mandates 
and restrictions on different organizations exist as they do. For example, 
privacy and due process are expectations that most people, going about their 
legitimate business, expect from the state. As such, you cannot simply ignore 
those demanding policy restrictions.

Another challenge is the planning capacity of most governmental depart-
ments. Normally, it is important that the military not be in the driver seat 
since most of the problems, at their core, are not military problems. However, 
it must be noted that the employment of military force can be an excellent 
tool, and the SOF community especially provides sophisticated, targeted, 
and precise responses to many problem sets. 

Nonetheless, despite the reality that it is best not for the military to lead 
(and be seen as the 800 pound gorilla in the room), too often, by default, it 
does. This situation is not totally surprising. For example, as commander of 
the CANSOFCOM, I lead what many military commanders would consider 
a modest and reasonable planning staff. Yet, compared with the resources 
available to other government departments, my small staff takes on the image 
of a planning machine. Considering the experts on my staff who focus on 
thinking about generating personnel for operations, assembling the neces-
sary intelligence, planning the operation, organizing the logistics to put into 
place, and projecting out to the next steps, I have many more resources to 
throw at the planning challenge than my counterpart in the Department of 
Finance, for instance.

Another challenge in the whole-of-government approach is the creation of 
additional bureaucracy, namely, creating a combined joint team that simply 
brings together different organizations that must still report back through 
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their established command chains and require approval for all actions. This 
process does not necessarily create efficiency or effectiveness. Arguably, it 
merely creates another level of bureaucracy as each governmental department 
must work through its own hierarchical structure to achieve permissions. 

Once again, as daunting as these challenges are, there are solutions. First, 
we need to adopt a fully embedded and cooperative approach across the 
interagency spectrum. This approach demands that the required mandates 
and authorities are adjusted, amended, and approved by the respective chain 
of command. In addition, it necessitates the continuation of effort at the 
operational level. Specifically, mandates and authorities granted from the 
strategic level must empower the tactical level and give space for operational 
level planning.

Moreover, it is also important to develop trust between the myriad of 
organizations that must cooperate. This cooperation demands building and 
maintaining relationships before they are called upon to act. It also means 
that we must be careful not to simply replicate existing organizations or 
create new bureaucracies. Instead, cooperative training and exercises, as 
well as shared professional development, will promote cooperation and trust. 
The sharing of standard operating procedures and tactics, techniques, and 
procedures will “grease the skids” that enable operations. Finally, clear and 
comprehensive mandates will enable everyone to train, prepare, plan, and 
work together in an efficient and effective manner.

The Global SOF Network

The next step, or solution, to the array of problems that face us in the com-
plex COE is the utilization of the Global SOF Network, which allows allies 
to assist each other and friendly states, as well as to build off each other’s 
current engagements in problem areas and in at-risk states. Undeniably, the 
Global SOF Network concept has evolved from a ‘feel-good bumper sticker’ 
to an indispensable force multiplier. The network allows us to apply respec-
tive strengths and capacity to address different elements of a specific problem 
and ‘burden share’ as needed. This cooperative approach also allows the 
authorities and abilities of different parts of the various national teams to 
reinforce and support others who would not normally have direct interac-
tions in these countries or with the myriad of partners.
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However, once again, despite the power of the Global SOF Network, we 
cannot simply ignore national mandates and sovereignty issues. Govern-
ments will still be restricted by their own legal limitations. For example, 
the U.S. Leahy amendment prevents the U.S. military from assisting foreign 
military units accused of human rights violations. Obviously, no state wants 
to associate its military assistance with supporting war criminals. However, 
there is also an understanding that often times those countries most in need 
of military support tend to have difficulties across the human security spec-
trum. This becomes a difficult issue to deal with. Do you abandon a state 
at risk due to past human rights abuse allegations and allow it to slip into 
greater chaos and humanitarian disaster, or do you work with the govern-
ment in place and try to institute the necessary reforms? 

Canada, for its part, has a number of restrictions on donating lethal aid. 
Military planners should not look to evade the directions of their govern-
ments. Nonetheless, they should understand where our restrictions apply, 
and seek to address the seams and gaps while respecting sovereign decisions. 
This solution also speaks to a multi-disciplinary, integrated approach where 
task-tailored teams attempt to assist with more than just military training. 

Regardless of the plethora of issues or location, in many ways a key com-
ponent to addressing and working at solving many of the problems that 
exist is trust—both internationally and domestically. Trust is developed by 
repeated interaction at all levels. Unit commanders need regular meetings 
with all those they deal with on a regular basis. SOF commanders need to 
build the trust and expectations with their counterparts, whether in a joint, 
integrated, or alliance/coalition context. This important bond can only be 
achieved through regular personal engagements.

There are a number of fora for these persistent engagements. They may 
include: NATO SOF Headquarters regular commanders’ meetings; bilateral 
and multilateral partner gatherings; and periodic Five Eyes engagements.3 
Within an integrated, whole-of-government context, trust can be built 
through regular office calls, joint exercises, shared professional develop-
ment, and working groups. All of these venues work toward building trust 
and integrated capability. 

The Global SOF Network can help to engender the trust which is critical 
for working effectively with our colleagues in host nations. Those states being 
assisted must see themselves as included in the solution. Importantly, very 
few states are willing to admit that they lack the capacity to resolve their own 
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problems, though they may be quick to own up to a lack of resources. Trust 
can help people work through this issue and allow for substantive dialogue 
and discussion. However, trust can only be built through persistent presence. 
Periodic, one-off visits by personnel not aware of host nation culture, issues, 
and sensibilities are unlikely to be effective in establishing trust.

The issue of trust has another important nexus. Specifically, domestically, 
home nation publics need to see that their military forces are being used 
appropriately. Within the context of SOF, this requirement does not mean 
revealing every aspect of SOF operations to public scrutiny. It does, however, 
demand that SOF, as part of their professional responsibilities and obliga-
tions, are as open and transparent with the public as possible about their 
activities and achievements (without compromising operational security or 
methodologies). Accordingly, CANSOFCOM has sought to find the opti-
mum balance between operational security and public disclosure, primarily 
regarding our international capacity-building programs to ensure Canadians 
are aware of the contribution the nation is making. Clearly, every disclosure 
must be tempered by host nation and allied sensibilities.

Organizational Agility and Flexibility

Agility and flexibility are the next ‘solution space.’ Undeniably, in the face 
of rapid change that we are all witnessing on the global stage and within the 
security environment, individuals, organizations, and states must become 
more adaptive, agile, and flexible. TCOs have clearly proven themselves to 
be nimble in this regard. Therefore, our responses must be correspondingly 
responsive and dexterous. 

Obviously, this process is easier said than done. Agility and flexibility 
require a certain type of personality, namely someone who is comfortable in 
ambiguous scenarios and willing to take risks. Moreover, it requires training 
programs that step outside of our traditional and conventional methodolo-
gies. Perhaps most difficult, it demands that we push responsibility far down 
the chain of command, and empower personnel at the tactical level across 
the entire interagency effort to take advantage of evolving situations.

The ‘solution space’ resides primarily in how we select and train our 
people. Within the SOF community we rely on strong conventional forces 
from which to recruit. Without that solid and robust base, we would never 
meet SOF requirements. 
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Additionally, we require enhanced professional military education to 
ensure that we think beyond the limiting scope of ‘national defense’ needs 
and develop a culture of ‘national security.’ This process does not necessarily 
mean greater formal education (or credentialing). What it does mean is a 
more wide-reaching education that focuses on how to think (i.e. critical and 
creative thinking), and developing greater cultural intelligence, tolerance to 
other ideas, and outlooks. It also means an emphasis at examining cultural 
and technological aspects of security issues. 

Ultimately, focusing on national security means placing an enormous 
amount of trust in our people. For example, when I deploy a small SOF 
team somewhere in the world, I like to remind the team commanders that 
they receive their authority from me, I receive mine from the CDS, the CDS 
receives his/hers from the Minister of National Defence (MND), and the 
MND receives his/hers from Parliament. That means that each team com-
mander, whether a sergeant or a captain, is acting only four steps removed 
from Parliamentary authority. How do we train for that? In essence, we go 
beyond just thinking about how to fight and expand to thinking about how 
to think about how to fight. How do we get our senior leadership to not only 
accept, but embrace that process? Again, it is a question of trust, profes-
sionalism, and experience.

Locally Driven Solutions

The next solution addresses the reality that any and all responses to assist a 
country must be locally driven and led. As noted, host nations that are recipi-
ents of capacity building and advise-and-assist missions become vulner-
able to belligerent accusations of ‘Western interference,’ which can become 
a rallying cry to increase internal opposition. After all, TCOs and violent 
extremists may be able to move through porous borders, but ultimately their 
actions are going to take place on solid ground. Importantly, that geography 
is still defined by territorial boundaries and borders and, for the most part, 
publics see themselves as members of that geographical polity. As such, it 
is important for those publics to see advancements stemming from their 
government’s leadership and initiatives.

As ideal as host nation leadership is, there are several challenges to this 
proposition. First, any realistic assessment of capacity-building activities 
demands that we acknowledge that host nation forces may, in fact, be part 
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of the problem. Divided loyalties, corruption, and co-option, have the poten-
tial, if we are not careful, to result in us training the ‘bad guys.’ In addition, 
we also have to be aware that capacity building, while delivering a profes-
sionalized security force in the short term, may result in that same force 
seeing itself as the only solution in an otherwise corrupt/incompetent state. 
Significantly, coups or the overthrowing of a government can create new 
seams and gaps that can be just as easily exploited by TOCs or other adver-
saries. For example, one would be hard-pressed to describe Mali’s 2012 coup 
as somehow increasing the government’s capability to address its national 
security threats.

Nonetheless, as imposing as the challenge sounds, there are solutions. To 
start, we need to be in the right places and addressing the right problems. 
Capacity building sets the baseline and it is obviously a key ingredient. But, 
it does not stand alone and it must be flexible. Capacity building in Niger, for 
example, has had to take a backseat to dealing with the specific immediate 
threats emerging from Boko Haram. Missions may need to be augmented by 
more risky and operational advise-and-assist operations to deal with serious 
threats that are beyond the host nation’s capacity to deal with on its own. 
CANSOFCOM is currently combining these efforts in Iraq alongside many 
of our coalition allies, for example.

Additionally, SOF must use their built-in integral advantages and 
embrace intelligence-led operations. While threats converge, intelligence 
also expands and we need to use all aspects of intelligence gathering, which 
includes tracking emerging patterns through social media intelligence. As 
we would conduct a military operation in a theater of war, we must apply 
all possible intelligence resources, techniques, and innovative thinking to 
specific problem sets to achieve an effective desired outcome.

Sometimes, Smaller is Better

Finally, the last factor to consider in responding to TCOs is that in many 
cases, smaller force footprints are more likely to be successful than large 
massing of forces for effect. On these operations, smaller is often better. As 
such, SOF teams with precise intelligence infusion and host nation coopera-
tion, provide governments with a highly effective option to assisting with 
the response to global threat convergence. The smaller footprint allows for 
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greater maneuverability, lower risk, lower cost, a more agile and flexible 
response, and greater acceptance by host nation governments.

Nonetheless, a smaller footprint is not without its challenges. Even 
acknowledging that SOF’s generally smaller task force size and austere foot-
print allows for a precise and targeted delivery of resources, these resources 
have their limits. After all, SOF are not limitless. As such, smaller numbers 
of qualified and experienced SOF operators and an extremely high opera-
tional tempo put great strain on SOF force generation. Significantly, it takes 
years to generate a SOF operator. While there are many advantages to lower 
signatures in non-declared theaters, these can often be higher-risk missions 
with all the implications that entails.

Therefore, the SOF community cannot stand alone from their conven-
tional service brothers, but they must be in a position to address their own 
unique needs. For CANSOFCOM this means owning the responsibility 
for the five functional domains: force generation, force development, force 
management, force sustainment and, of course, force employment. SOF’s 
advantage is the tight, flat hierarchy it brings to solving problems.

Nonetheless, you must invest resources to steward the institution and, 
with limited resources, SOF cannot be everywhere. We must remain con-
stantly engaged with our conventional services, to be prepared to turn mis-
sions over as necessary in order to reserve our SOF for those tasks where 
they are going to deliver the most advantage.

Concluding Remarks

In the end, TCOs represent a significant threat. They are agile, adaptive, and 
networked, and continually evolve to best take advantage of globalization, 
particularly within a local and regional context. As such, we must provide 
a cohesive, collaborative, equally agile response, which is particularly chal-
lenging since our adversaries always have the advantage that they can try 
and break the rules, whereas the ‘good guys’ must always follow the letter 
of the law. 

Regardless, when required to act, we must always do so swiftly and with 
flexibility. In addition, the problem set is persistent and widespread; there-
fore, it is important to steward resources. We cannot be everywhere doing 
everything. As a result, we need to identify the real threats and rely on the 
Global SOF Network. 



58

SOF Role in Combating Transnational Organized Crime

Furthermore, our actions must be in support of the host nation. Leader-
ship must be from behind or beside, not from out front. The host nation must 
be seen by its public as a credible, sovereign force working to enhance their 
country. In the end, success will be derived from tight, flat SOF organizations 
that have credibility and trust from their own governments and military 
institutions, as well as host nation institutions and populations.

Endnotes
 1. I would like to take the opportunity to thank my Policy Advisor, Greg Witol, 

for his contributions in producing this chapter. Greg’s insights have proven 
invaluable.

 2. The World Health Organization states that, “The urban population in 2014 
accounted for 54 percent of the total global population, up from 34 percent in 
1960, and continues to grow. The urban population growth, in absolute numbers, 
is concentrated in the less developed regions of the world. It is estimated that 
by 2017, even in less developed countries, a majority of people will be living in 
urban areas.” Accessed 23 June 2013 at: http://www.who.int/gho/urban_health/
situation_trends/urban_population_growth_text/en/.

 3. “Five Eyes” refers to an intelligence sharing alliance between Australia, Canada, 
New Zealand, the United Kingdom, and the United States.


